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Societal Imgad'

Why this chapter?

Digital technologies have changed ban«ing,
Shoppfny, /earm'nﬁ and communication - mab(d'nﬂ
il Faster and easier. But this convenience
bru'ny_;' rew ethical, social and !e:ga! ISSues we

must understand and handle re:pon.ﬂbfy.

Dg’qifal souety + AMetizen

A socety that uses d{gf'ml technology in all
spheres of life is a d{gff'a/ society. Anyone
who uses cf{?ﬂ'a! tech with the Internet /s a
cf{gf'faf citizen or WETLZEN.

Good netizen = sate + ethical + legal use
- v

A responsible retizen abides by three sets of

eh'zuefff'es.'

o Nt eh"zueh"es

o Communication eh’zueffes

o Socal media eﬁ'zueﬂ'e.s

We study each, plus data + cyoer sakety.
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D:'Q:'f'al Foo tprint

The trail of data we leave behind while vsing

ﬂ;e LInternet is our d{gf'f'af footprint. It

includes websites w'_sﬁ'ed, emails sent, data
submfﬁ‘ed‘ plus £E addresst location + device
details. It can be made WITH or WITHOUT our
Kno‘w!edﬂe‘, and may be misused Ffor ads or fravd.

D::?.-'faf Foo tprint

Active Passive

73

ACTIVE : data we submit :'n'l'en'hbna.ily -

emaﬂsl posts, form emhnf'e.ﬁr uploads.

PASSIVE - data trail left unintentionally -
ﬁeneraf’ecf when we \jusf visit a .s'f'f‘e, use an

app or browse (coovtf'e_{, hisf'oryi'fp loys).

Once online, a poof‘pnbf' can never be Q)Ify erased
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Net Ef:’zueﬂes

Proper manners while Surﬁnﬁ the Lnternet. DBe

ethical,. respectful and responsible online.

(A) Be Ethical

v o c0p7fr{9hf' violation - tace permission
. betore us:hﬁ Ioi’hers' material.

« Share your expertise, but onfy frue and

o verifbied information.

(B) Be Respectul

o fespect privac - do nrot share others'
2 Y

r'maﬂes/@}’es without their co»-a:en.r.

fespect cf:i/ersffy ‘ot Kno«a:‘edﬁe, culture,

. experience in a grovp ‘or Forum.

(C) Be Responsible

© Avord cyber bullying - insulting threatening

. or deﬁrao’:}ay online behaviour.

Do feed the srothtroll - IGAMORE trolls; they

Hm'ué onfy on attention, so ﬁn'ue none.

Qur actions are fraceable wia digital footprints. .
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Communication FEtiguettes:

Roles For email, chat, texting, calls, forvm
posts and video con-perenubyc Three head:'nﬁ_{:

Comm. Eh'ﬁu eftes

Be Precise 3'3_e Polite Be Credible

Be Precise

« [espect time - do not waste it on
. unnecessary  mails; expect no instant reply.
o espect data limits - send compressed files

° or a cloud link, not huye attachments.

Be Pc;la'f'e + Be Credible

« Be polite + non-aggressive, even in
o dt'saﬂreemenf' (SYn( or async chats).
e Be credible = remars ‘over time decide

. whether c«ﬁaers' trust your posts.

___On Spam: neither reply nor open attachments
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Social Media E tiguettes

Social media (Faceboob(, Twitter, Ensmﬁmm‘
,| YouTube...) let users create + share content.

. Two eh’zueﬁ'e headfnys.' Be'Secure, Be /eliable.

(A) Be Secure
@ e Choose pa.s.s.word wf'Se.fy - 5f'ronj + chanﬂeo’
| i
L Al (BN apfen; never share u5ername/pa55word. .
| ®
° b : e Know who you betriend - undnown people may
. [ . have malicious intent.
@ o Beware of fawe intormation - u_ah'dm"e Nnews
: o and posts pefore beh’ew‘nﬁ.
(B) Be Reliable
; ‘ o Think betore you up!oad - once posfed, it
. | e sf'ay.s on the Server euven mcl'_er you delete.
{
o Satery tips
e - F e Mever arrange to meet an online Friend. g
@ . Use the ~errre SAME password on all sites. is unsate.
.

* Thin« cargpuﬂy_ betore .Sharfnﬁ personal photos.

i poct can be delered, but never permanently.
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Data Protection

Lrn the d{gffal age, data protection s ma:'nly
about the PRIVACY of data sforéd d{gifaﬂy.

°
°

2 Sensitive data :
,‘, I *
°

Data that can cavse svbstantial harm,

embarrassment or un-ﬁaf'rnes.s i+ br?ached.

° o Biometric + health information
- « Finanual information
_ o Personal documenf‘.c, r}—naﬂesl audi'o, video
® :
b | How is it protected?
° * Encryption - scramble so only the
s . avthorised user can read it.

2 o Authentication - uer:'»cy the user's r'denh'ry.
‘ o Qther secure methods +or fey:'ﬁmafe vse.
. Data protection laws

Euery counf'n/ has its own data® protection
policies (aws) - Ieya! documents that ﬂufde
processing, storage + transmission of

sensitive information, to stop misuse.

| Mext: IPR - copyright, patent, trademar«.
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Intellectval Properix
A rew or{yﬁnal idea a per.s‘on.l creates s that
per.fon's intellectual property (ZP). IP covers
inventions, literary + artistic worKs, desgn_s,

symbols, names and logos.

IP is protected by copyright, patent, trademark

ZPR lets the creator earm recognition or

Fnancial benefit from their creation.

(A) Copyright

Leya! r{'f;hf‘ 9fven to creators of or{'gr'nal
works - wrf'h'nﬁ, photos, audfo, w'deo, Sopfware‘

Sculptures, artistic + h'f'erary wori,

Granted AUTOMATICALLY on creation.

ﬁ{ghfs.’ copy, mare derui/ahi/es, dr'sfw'buf'ej

L

publicly d:'.rp!ay or perform the work.

o 7o use others' work, obtain a licence.

Eﬁ: . Kfph‘nﬁ holds +he copyr{ghf' to 'The
Jf)nyle Boo«' - copyf'nﬂ it without permission
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[ Patent + Trademar«

/_| (38) Pafenf'
Granted +or an IWEATION. UnliKe copyr{ghf',

it s worermarreAM0T automatic - the inventor must

apply (FAte) +for it

e Ownrer 961"5 exclusive r{'ghf' to stop others

i vsing, selling or d:'.sfnbuﬁ'nﬁ it.

Protects an invention for 20 VEA/?S,
. a%CI'er which anyone may use it Q-eely.

. Encourﬂﬁes Shan'nﬁ of scientific aq}ndr'nys.

- (¢) Trademar«

| Any visval symbo!‘ wc»rd‘ NAame, de.s{gn, sloyan

il or label that distinguishes one brand Lrom
: A

‘ another.
. Eﬂ: onl:/_/VMe can vuse '‘Mike' on shoes.

© Stops a confusingly similar mark like 'NMikike'.

o Prevents brand contfusion +or customers.

-

_ Copyr{ghf' = avto - Patent = Q?e_, 20 s

Scanned wilth CamScanner

i : ; Date : Page: __ &




Date : Page : 7

PR Types at a Glance

The three main tools that protect intellectval

property, co:-npﬂred side by side:

Type Protects ¥ How got ?f;::“_
Copyright Original creative works Auvtomatic Life + vears
Patent Aew  inmvgntions Adyst file 20 years
Trademark Brand S:{mbﬁf‘/ name / fogo Register Ferewable
Software example

. Co'de of the software -> Cop:,/r{?hf' 2 %

e Functional t'o/ea of the software -> Patent

o NMame -+ foyo of the software -> Trademar«

Ore product can carry all 3 protections at once
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|
! Violation of IPR

2 F Iqqfankn‘;

Pre.{enﬁhﬂ someone else's idea or work as .
your own. Copyfnﬂ without cﬁ'fnﬁ the source,
or repac%ayfnﬂ an gx:’sﬂnﬁ_ldea as new.

*

2. C;;:yr{ghf :h@':}qqemenf

Usinﬁ another's work without permission (or
_without paying, iF it s sold). Sef'nﬂ on the

| _Infe_rnef" means it ;'s_ﬁ‘-:r-ef/VOT £ree to use,

3. Trademar« infringement

Unauthorised vse of _anofher's f'rademart( on

products or services. Owner may sue.

 How to avoid violation

. A!way.s CITE the avthor / source vsed.

° Paraphra.se " -,-/:)ur. own words + st cite.
o Che copyr{ghf' status before u.sa'ny material.
o Tawe permission or a licence; pPAay i+ sold.

o Cite even Freeiyaauaﬁable public contfent.
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i Public Access + Open Source

C_opyr{ghf' can restrict reuse. Licences ﬁf'ue_
rules that let others use -+ pouild on a work.
| Open source licences allow collaboration

without .$eev(:'nﬁ individual permt's.ﬂ'on.

GPL + GM) GPL

e For SOFTWAFRE. Free Scff’ware licence.

|+ Freedom to run, study, share + modity.

‘ o Derivative works Keep the same r{'ghf‘.s.

Creative Commons (cc)

. For creative works - sites, musi, -15:;?»-3':*J
. h'fe_rafure. Enables. £ree distrivution.

| & Author. decidex the conditions ot sharing.

Foss

Free + Open Source Software: source code is

‘I open to access, mod{fy + improve. Ey: Ubuntv,
Fea’ora, LibreOFFce, Mozilla Firefox.

|
e

! _S_g_frware pa'racy s ?ﬁ:ﬁeﬁal - umnavthorised _copy_:'ny =

| __CPEY"{Q}_}* .fngﬂhﬂemenh Always il
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o
A Licences Compared o
Software is distributed under different terms. e
;| Know what each f'\/PE allows. ‘ X
# =
Type Source code | Cost Carrmsdity 7
Foss Open Usoally +ree — Ves -
Freeware Closed N Mo =
Shareware Closed Free trial, pay Mo =
FProprietary « Closed Paid—— Mo
T Y
ey differences
e F{eewf_z_re: ﬁr_ee to use but code hidder_:, ; :
*  no commercial r.edfsfwbuhbn (fﬁ Sb(ype). S
L Shareware: +ree +for a trial per:'ocf, then pay. n
» GPL work may stil be sold for a +e - ke
. 1Creed'om, not a!w_ays pn‘c_e, 1s the pornt. R




Date : Page: /3

__ .Czber C}_'J}wé - ___ O __

‘ Criminal offences r.arr(ed out In a d{gﬁ'aI
| environment. Either the computer Is. the

- TAGET, or it is vsed as a TOOL to commd’

| the crinme.
| Aim: cavse physical harm, Financial loss or
mental harassment - fo a person, grovp,

orﬁanfsahb_n or even a counff‘/.

'\ Virus vs Malware

e Virvs: lines of malicious code that COP.V_

. themselves + damage data or the system. *

Malware: any software made__fo ym'n

UNAUTHORLSED access to a computer.

Others: worms, tre)ans, spyware, adware.

E 3
. Common cyber crimes

| Hacv{mﬁ, P}'N.Shlny‘ ;denﬁfy f'heﬁf' ranSomware,
denial-of-service, email + banking Fravd,
cyber buiiyinﬁ 12 cybber f'rblh}oﬁ.

We ook at the majer ones nexf’

|
? . e =0 e
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Hact(t'ng

*

_| Unavthorised access to a computer, networK
or d{g:’f'al sysfem. Hacv(ers look +or .buys +o

|| exploit + break into the sy stem.

Hacv(f'nﬁ
|
1 White Har (ethical) Blacx Hat (craccer?
~  Ethical / WHhite hat
‘_H o Positive intent - Hind ioopho?es on f’esﬁ'nﬁ.

. ,’l’eporfs faws to the owrer 1+ improves

. Secun'fy; Prepares - owner qﬁa{nsf arfacLs,

Non-ethical / Black hat

|« Gains access to steal sensitive data.

| » Aims to damaﬂe or brr'nﬂ down S:{Sf'ems.

T‘*‘.

Also c.m'fed 5= crackers ' - used for f'denﬁ'fy 'hl’]E'ﬁ:f"

monetary ~ga.f'n or feav(a'n‘g intformation.
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Phishing + Identity Theft

Phckh:):i
Fake websites or emails that look authentic
trick a wvSer into ﬂ:l/fnﬁ sensitive details -

usernames, passwrds, band -+ card numbers.

e Common method: EMAIL SPOOFIAG (a g)(ged

a sender address that looKs ﬂenu{ne).

URL looks similar but is ﬁav{e; vses real onos.

Also dore wvia fake calls + text messages.

Ldentity tfeﬁ'

Stealing personal data (email, bank details,
PAN, Aadhaar, passport) to commit +ravd in
the victim's name. A f"/PE of phf'.fht'ny attack.

&5
Financal: stolen :'c{enh'fy vsed for monef.

Criminal: vsed to avord detection of true

L]

iden h'fy i

L ]

AMedical: used to see druy: or treatment.

Check the UL careﬁuﬁy be»core you fype a pass.word_

.
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Ransomware + Bullying

Ransomware

- Attacker yaf'ns access + bloks the user,

|' vsvally by ENCRYPTIMs the data. Vickm is
. blackmailed to PAY a ransom for access.
| \ 5 o
. Spreacfs via malicious sites, doubitful

. downloads, spam attachments + bad ads.

Cyber bullying

ﬁ’epeaf'ed/y insulting, f‘hreaf'emhy or
embarra.f.sfnﬁ - someone online - rumours,

threats, posting  private info, harassment.

Cyber trolling

A troll dehberaf'eiy starts Zuarrels or @
posts inflammatory / ofF-topic messages

'5 \jusf for amusement -+ attention.
| :

. Best reply is to WIGNQ/"E - trolls thrive on \

attention, so do not feed them.

| Online actions can be traced by a’{gﬂ'ar‘ foof'prrhrs.
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Crimes Summary

Quick reuvision table

and what each one

of the mqjor cyber crimes

does :

Page:

7

Crirme What happens

Hacing Unavthorised access to—a svstemn
4 7

Phishin Fake site/email,—steals credentials
1 /3

IF a’enh’fy thedt

Persoral data misvsed for fravd

Kansormware

Data en(ryipf“ed, Bansom demanded

Cyber buﬁyahﬁ

Repea ted online harassment

C‘/ber f‘raﬂf'nﬂ

Inﬁamn:afory posts {or attention

feport cyber crime to the cyber cell /

police
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Cyber crime is mitigated by TWO steps: stay
alert + tawe lkgal help. Satety measuvres:

Sapely browsing the web -

e (Use antivirvs + Keep it upd'af'ecf.

e Download onf?f from secure HTTPS Sr'fes.‘

s Do nrot visit / download +Hrom untrusted sites.
. Heecf browser a}ed‘s on unveritied sites.

o [etuse cooKies on unAnown sites.

.fo’enﬁfy protection

* Strong password, changed periodically.
o Different pa_s'Sword for each website.
* Alphanvmeric + special characters; no

° COMmmon words or nrnNames.

Conﬁ'denﬁalﬁy

» On others' computers, do not save/autofill

asswords: vuse a rivate window.
P / B

Tace regular backups of important data.

Secure home Wi-Fi with a sf'ronﬂ pas_\'word.

| Transact only on well-Known secure: sites,

Scanned wilth CamScanner

Date : _ Page : /¥



Date : ' Page:

Indian IT Act

As cyber crimes grew, India brought a legal

.. Sl :
-@'ameworv( o prof‘ecf' dafa 4+  Lnternet uvsers.

IT At 2000, amended in 200§

What the Act does

o Guides processing, storage + transmission

o of sensitive information.

Crives legal recognition to electronic
9 9

° records +_o’{9t'f'ai S;\?nah)res.

[ ]

Outlines cyber crimes + their penalties.

Enables sate e-governance + e-transactions.
g

Cyber Appellate Tribunal

[fesolves d{spufﬂe_s From ¢y ber crirme - Source
f'ampen'nﬁ, hacb(:'nﬁ, usmﬁ anofher'S'Passquord,

publfshmﬂ per:onal data without consent.

Df'gif'al signature

D{gﬁ'al ezo{ua!enf' of a '\"paper certificate.
Uses a um'zue d{gt'fa! ID fom a.Certified
/—'luf'hon'fy (CA) to authenticate a S{Qner.
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E-Waste

Discarded electronic devices - old computers,
phores, printers, batteries - are e-waste.

As devices are replaced -pasf" e-waste yrows.

Hazards

o Contains toxic :’eacfJ mercury, cadmivm.

o Pollutes soil + waf'er WF dumpeo’ in .’andﬁh‘s
Harmﬁn‘ »QJmes on burntnj - health ris«s.

o Unsate recychng injures informal worKers.

Manqqemenf‘.‘ 3 fs

@ Feduce buy only what s needed;

extend a device's usable Iife.

@ fevuse donate. or resell worb(fnﬂ

c;{ew'ces; returbish old onres.

:@ /t’ec‘/cle give e-waste fto avthorised

r?c;/ders to recover metals .mfe!y.

It /s fine to Hommhand e-waste to certified recyclers,

never to open O!Umpf.f}y or burm'ny.
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Impact on Heal+h

(MOre_ screen time ( mobile, ‘Iapfop, T\/, yam!nﬁ)‘
_in_a poor posture harms us physically +

__menf'a/ly. Overvse can even be addictive.

Ergonomics _

_Science of _des{gm'nﬂ the workplace - chm}f‘ _
des«k, screen - So it is sate + comtortable,

_rveduc:hﬁ strain, Qaf{gue t+ igury.

Health concerns

e Eve strain from * screen lare - focus on
7 g

O ' SCreen

steaight
+ baw T0

. distant okgjecf‘: _+ take ovutdoor ‘breaks.

. Sgc_b(, neek + - shovlder pain from bad posture.

Wn'.sr"_/ -/:J'nﬁer pam from oueru;:hﬁ Keyboards.

L]

Sfressj #af{gue + obe.s:'fy from excess vse.

_Iﬁ?hf w'ewf'ny distance 4+ 90 posture = less paf{gue ,
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Common MistaKkes

| @ Active vs Passive

Active = we subm:'f'; Pass:‘ue = aum-!oﬁged.

@ Pfajmrfsm vs Inprmyemenf'
P!aﬁm'rf.fm = ro (.red:'f; fh@vhﬂemenf‘ = b

permission. Citing avoids only plagiarism.

@ Copyr{'f;hr vs Patent

Copyr{?hf' is avtomatic; a patent s Fled.

@ White vs Black hat

Ethical hacker helps; cracker harms.
&

~ @ 'On Interret = 4ree’

Bef'nj online does AMOT maue content £ree.

Watch out

FreewBre means operrfree to use but CLOSED source.

FOSS = open source; freeware Just = no cost.

Do not confuse the two in the exam.
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Quick ﬁeca)!_ _ ;

Metizen = sate + ethical + legal ret user .,

Patent term = 20 years.

Mnemonics

* Etigueftes = '‘meS' o Met, Comm, Social meca.h'a.
« 3 Rs of e-waste = [educe, Ruse, Recycle.

» White = ﬁopd Hat, Blacx = bad }iaf. R
= Comm = s P Precfse, Poh'f‘e, crgdfbfe (_)_?romc?.

Al

One-liners

Phishing = facke bait +or wour credenﬁk:ls.
2 4 eden

*

fansomware = daf'q locked  +ill you 13;:?!.

_Pfafrarfkm = Sf'eah‘nﬂ cred:'f;: cte to avoid.

IT At 2000 (amended 2008) = India's cyber law.

Revisg the tables on the IPR, licence + crime pages.
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PYQ Trend + SUrnmar:/

How it is ased

Case .sf'udy: name the cyoer crime -}-\}usﬁ'ﬁy
(hacking / identity theft / bullying) - /-2 mx.

Pfayf'arfsfn vs copyr{g;hf thﬁr:'nﬂemenf' - 2 mK.

DifFerentiate copyrr{'ghf', patent, trademar«.

Active vs passive d{gr’i"a! ﬁoofpnbf‘ -/ mK,

FOSS / #eewaré Vs proprietary - short answer.

E!:gonom:'(.s + health measures - 2-3 mK.

Chapter in a nutshell

D{g:’f‘a! footprint: active + passive daf'q trail, -
Follow net, communication + social eh’zuef‘fes.
Protect daf'a; respect IPR (avoid 3 uviolations).
Open source: GPL, CC, FOSS vs +reeware.
C\/ber crimes  + croer .saac‘efy measures.

LT Act 2000/2005 gives the legal +ramewor«.

Manaye g-waste; r;-:fnd'-hea!f'h + e(?oncml'cs.

29

Be a responsivle, sate + ethical digital citizen

Frev: Pyﬁ:on Modules Chapter ends here.
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